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axo0poT XaB(PCU3JIUTUHU

TabMHHJIAIN: Y30€KHCTOH Ba KOSOFI’ICTOH Tampnﬁacn

AHHOTAIMUA

Kaaum cyzaap:

ax60poT XaBCU3JIUTH,
YKUHOSTYUIIUK,

axb0pOT MYXHUTH,
KOpPOHABUPYC,

ax60poT XaBd-xaTapJapH,
BUPTYaJI 0J1aM,

6Jsiorep.

Oo6ecnneyeHue

HMHPOPMALMOHHOM

ByryHru KyHJa XTHMOMUH  TapMoOKJjapJa ax60opoT
xaB(QCU3JIUTY TOOOPA )KaMOATYUIKK JUKKAT MapKa3uza 6yiuo,
OJIMM Ba MyTaxaccucaap/ia KU3UKHUII YHFOTMOKZA. YUIOY
MaKoJaZia Y36ekuctoH Pecny6iukacu Ba  Ko30FuCcTOH
Pecny6/iMkacHHUHT ax60poT XaB(CU3JIUTU Ba axbopoTJiall-
TUPUIL TYFPUCHUAATK KOHYH XYXOKaT/Japyu HopMaJsapura
acoC/JaHUO, MKTUMOUM TapMOKJIap/a ax060poT XaBGCU3IUTMHU
TabMHUHJALl MEXaHU3MJIADUHU XYKYKUU TapTUOra CoJIMIl
KUXATJapU TaxXJIUJ KUJIMHTaH. Y36ekuctoH Pecny6iukacy Ba
Ko3orucTtoH Pecny6iuKacu KOHYHUMJMUIHAA  WXKTUMOUU
TapMOKJIApHU TapTUOTra COJIMII, Iy >KYMJaJiaH, ax6opoT
xaBOCU3JIUTMHUA TabMHUHJAII COXACHAAa aJoxXyuJa HOPMATUB-
XYKYKUH XyX0KaT Ky3Ja TyTWJMaral, 1y MyHocabaT OuJiaH
Mya/ind 6y Macasna ro3acuZiaH npoduakTUKA 4YopasapuHU
KYpHUIl MYXMMJIMTUHU TabKUAJauad. MakKoJia HaTWKajlapura
Kypa, LIaxc, KaMUAT Ba JABJATHUHI aX60pOT xXaBPCHU3J/IUTHUTa
TaxX/AuJ, COJIAAUraH KOHTEHTHHU TapKAaTUIAA YHU GUIbTpJIall
Ba OJIOKMPOBKA KHWJMII Yopajiapd, IIYHUHTAEK WXTUMOUMN
TapMoKJapAaH ¢GoWJa/laHUIIHU 4YeK/Jall Kabu 4dopaslapHUHT
KYJUITAaHUJIMIIA MYMKUHJIMTH KypcaTW/raH. YMyMaH OJIraH/a,
camMapasid XyKyKU{A TapTHOra CoIMII XyYKYKHU MeXaHU3MHHUHT
CO/IJAJIUTUTA, XYKYKUN MaXKOYpPUSATHUHI MaKCUMaJl Jlapaxa/a
COAJANALITUPUIITa, WIYHUHTAEK WXTUMOUM TapMOKJap/JaH
dolijalaHUIIHK ~ aHUK, Ba aJoJaTJd Tap3Ja 4YeKJiallra
aCOCJIaHUIIM KePaKJUTHU Ta'bKU/IJIaHTaH.

0e30MacCHOCTH B

COIIMAJILHBIX CETAX: ONBIT Y30eKucTaHa U Kasaxcrana

AHHOTAIIUA

Katoueavle ciosa:
nHdopMaLOHHAsA
6e30I1aCHOCTb,
NPECTYIHOCTb,
MHpOpPMaLMOHHOE
MPOCTPAHCTRO,
KOpPOHAaBUPYC,
HH}OPMaLMOHHbBIE YT'PO3H,
BUPTYaJbHbIA MUD,
6siorep.

B HacTosiiiee BpeMsi UHoOpMalMOHHAasi 06e30MaCHOCTb B
COLIMAJIbHBIX CEeTSX BCe 4Yallle OKas3bIBAlOTCId B LIEHTpe
BHHMMaHMUS 06LeCTBEHHOCTH, BbI3bIBasi UHTEPEC CPEIU YUEHBIX
M CHelHaJUCTOB. B JaHHOM cTaTbe Ha OCHOBE HOPM
3aKOHOJaTenbCcTBA Pecnybsiviku Y3b6ekuctaH U Pecny6iuku
Kazaxctan 060  uHbOpMaAlLMOHHOW  06Ee30MaCHOCTH U
vHopMaTHU3alMU ObUIM MpPOAHAJU3UPOBAHbI OCOOEHHOCTU
NpPAaBOBOTO  peryJUpPOBaHUS  MeXaHU3MOB  obecledyeHUs
MHPOpPMAIMOHHOM 6e30MacHOCTH B  COLMAJIbHBIX CETSX.
3akoHozaTenbCcTBO Pecnybsinku Y36ekucrtan U Pecny6sunku
KazaxcTtaH He mnpejycMaTpuBaeT OT/AEJbHOIO HOPMaTHUBHO-
NpaBOBOro aKTa B cdepe peryjupoBaHUs COLUAJIbHBIX CETeM,
BKJIIOYasi obecrnedyeHHe HUHGOPMALMOHHOW 06€30MaCHOCTH, B
CBA3U C 4YeM aBTOpP YKa3blBaeT BaXXHOCTb MNPUHATHUSA
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npodunaktuieckux mep. [lo uToram cTraTbu yKasblBaeTCsl, UTO
npu pacnpocTpaHeHUHU KOHTEHTa, yrpoXKarIIero
MHPOpPMAILIMOHHOW 0€e30MacHOCTU JIMYHOCTH, OOllecTBa U
rocyJlapcTBa MOTYT ObITb NMPHMEHEHbl Mepbl QUAbTPALUU U
OJIOKUPOBKM KOHTEHTA, a TaKXe OrpaHH4YeHUs [JOCTyma K
COLIMAJIbHBIM ceTAM. B 1esoM oTMeuaercs, 4To 3pPeKTHBHOE
NPaBOBOE PETyJIMPOBAHUE J0KHO OCHOBBIBAThCSI HA MPOCTOTE
paBOBOro MexXaHHU3Ma, MaKCUMaJIbHOM yOpOoLeHUH
IOpUINYECKOr0 OpeMeHH, a TaKXKe B YETKOM U CHpPaBEJIUBOM
OTpPaHHUYEHHH JOCTYIA K COIIMATbHBIM CETSM.

To date, the widespread use of the Internet has become a key factor in the
formation and development of relations in the virtual space. The issues of protecting
information on the Internet, as well as the Network users themselves from illegal
information influence, have become particularly relevant. Now, when more than
400 million cases of coronavirus have been detected in the world, the whole world is
forced to spend most of its time at home. In Uzbekistan, this figure exceeds 236 thousand,
in Kazakhstan - 1,39 million some of whom are under observation in home or inpatient
quarantine. In these conditions, more than ever, it is the Internet that remains the most
widespread and effective mechanism for spending leisure time. Therefore, a very topical
issue arises on the agenda - the relationship between the Internet and information
security in the context of the coronavirus pandemic. In our opinion, the negative aspects
in relation to information security can be traced in the following:

1. Dissemination of false and defamatory information in social networks.

As a result of the spread of the coronavirus pandemic, it was the Internet that
became the resource through which people began to receive information quickly. During
the coronavirus pandemic, the flow of information increased in the virtual space,
resulting in an increased flow of unprocessed and false information on the Internet.
Fakes have become difficult to distinguish due to the following reasons:

- these news items are often disguised as ordinary news and therefore easily cause panic;

— users believe a source with a large number of subscribers, so the bulk, or rather every
fifth fake news falls under existing websites that can easily be found on Google [14];

- the presence of a huge array of fakes, and therefore it is difficult to determine the
legitimate information. So, according to the HSE statistics, every tenth Russian is sure
that the pandemic is "the invention of interested parties" and does not believe the official
statistics [3]. All this proves that people trust fakes more than official sources.

In our opinion, these problems require consistent and non-repressive measures, in
particular, the creation of Information and analytical centers for monitoring the media
and social networks, as well as other resources on the Internet under the Public Fund for
the Support and Development of National Mass Media, established at the end of January
2020 [4].

2. Content on the Internet clearly indicates the presence of a low level of legal
awareness, and also contributes to a decrease in the level of trust in social networks.

In the last month on the Internet, you can observe a certain decline in the level of
legal awareness of the population. This can lead to examples of disobedience to the
authorities, expressed in violation of the rules of quarantine, established prohibitions, as
well as public peace and security. Thus, it can be noted with regret that during the first
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month of quarantine in the Republic of Uzbekistan, 51182 administrative offenses were
committed [5], which indicates that certain categories of offenders do not perceive or
ignore the established prohibitions. Such offenses seem insignificant, but in the future
they can provoke much more serious crimes. There is also concern about the low culture
and nihilism of celebrity individuals. By their actions, these individuals not only set a bad
example, but also create a sense of collective irresponsibility among the population.

Evidence of low legal awareness is also an insufficient level of knowledge and
outlook. Analysis of texts on the Internet has shown that every year the number of cases
of using illiterate and sometimes stupid texts with errors is growing. According to the site
https://hype.tech almost every user makes mistakes, including abbreviations and other
errors. About 2 % of users can't correctly identify the endings of words. It is also worth
noting that public criticism of their illiteracy sometimes causes discontent, great
indignation of the Internet community, due to the overwhelming number of them [6].
Such a case may indicate that the Internet “encourages” illiteracy in a certain way.

Cyber fraud has also become one of the biggest problems of trust on the Internet.
In the last two or three years, the number of scammers in the Internet segment has
increased significantly for a number of reasons. So, with the advent and growing
popularity of such a phenomenon as social networks [7], the number of Internet users
who came to the Internet in order to search for their friends and acquaintances has
increased, which is actively used by scammers themselves, luring “victims” into virtual
relationships. On the other hand, the spread of social services has become a bad example
for trust, especially in cases where there are cases of spam and phishing that violate
information security and contribute to the extortion of electronic money on the Internet.
Of particular concern are the facts of the activation of virtual scammers during the
coronavirus pandemic, when scammers use the topic of coronavirus as a “bait” and ask to
click on the link in letters allegedly sent from the bank. These emails may contain a “trap
site”. So, in the Russian Federation during the pandemic, the number of domains with the
word "coronavirus" increased-by 4 thousand at once. In addition, the number of phishing
mailings increased by 30%. The purpose of such mailings is to find out passwords,
usernames, and card details by faking messages from a trusted source. Phishing pages
are very similar to the original pages of the banks' website, as a result of which people
become victims of criminals [12].

In our opinion, one of the reasons for this level of low legal awareness and
credulity of users is the lack of educational support. The lack of necessary knowledge in
the field of the Internet and information and communication technologies creates a
favorable ground for reducing the overall level of legal awareness. In this regard, it is
necessary to form a three-stage system of education for appropriate skills in the
information and communication space:

1) today, the skills of using information and communication technologies are
generally taught in the framework of computer science, but there is no special subject
study of information security issues in general terms, and therefore a special discipline
should be introduced in general education schools regarding the concept and essence of
the Internet, this discipline should also provide training in primary use skills and
behavior in virtual space;

2) it is necessary to create a program of advanced training and retraining of
personnel engaged in operational search activities, inquiry or investigation of crimes
related to information security in law enforcement agencies.
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In general, the problem of legal awareness and trust in the Internet is a complex
problem. In this part, it is necessary to form a kind of Internet culture on the part of
users of the virtual space by conducting courses and introductory lessons (including
video lessons that can be viewed offline), brochures and other interesting materials.

3. Inciting conflicts in social networks.

Freedom of speech and increased opportunities for the comprehensive use of
information and communication technologies do not fully ensure the reliability and
public utility of the information disseminated. It is no secret that today any person,
especially a blogger, has a more impulsive and effective impact on the consciousness of
society than, for example, the media. At the same time, bloggers can post unlimited
information of various kinds. According to statistics, users prefer to use the Internet most
of all to access political (54%), medical (46%) or government information (42%) [8]. At
the same time, the publication of information about the activities of terrorist
organizations is not excluded. Facebook Instagram, Facebook, Twitter, Instagram, and
Friendica, the main propagandists of the Islamic State, have effectively used Western
communication technologies to cover the war zone and recruit foreign citizens.
Thousands of accounts, the use of Twitter Storm during combat operations to create
panic behind enemy lines, thousands of videos of supporters of the movement and tens of
millions of views testify to the destructive power of the impact of information. These
media resources mainly carry out their activities on the World Wide Web due to its
availability.

The coronavirus has created the ground for manipulating public opinion and
consciousness. For example, content analysis of destructive propaganda texts during the
coronavirus pandemic and comparison of these texts with the texts of journalists and
experts writing articles on countering extremism at the same time demonstrated that the
level of impact of destructive texts is much stronger and more convincing [10]. In Syria,
President Bashar al-Assad, taking advantage of the coronavirus case, accused the US of
trying to use the coronavirus to its advantage, and also expressed condolences to the
[ranian citizens affected by the COVID-19 pandemic caused by the coronavirus, hence
showing his loyalty to Iran. However, the political enemies of Assad, on the contrary, used
this case as a good opportunity to discredit the leader of the country and call people to
sabotage [15]. In the Russian Federation, the conditions of the coronavirus have become
reasons for various kinds of rallies and marches. So, in Vladikavkaz on April 20, 2020, a
popular gathering of several thousand citizens took place against the self-isolation
regime, demanding the resignation of the head of the region and the dissolution of the
republican parliament [14].

The most important condition that contributes to the violation of
information security is the inconsistency of legislation in terms of regulating
relations to ensure information security.

The period of quarantine in connection with the coronavirus has shown that the
only thing worse than the coronavirus is the panic due to the coronavirus. Every day,
various messengers or websites on the Internet publish news about mass infections and
deaths, about the depletion of food resources, about the introduction of a curfew or a
state of emergency. Despite the presence of official sources, cases of spreading fakes
about the coronavirus have increased on the Internet. So, in Austria, an audio recording
was distributed in which a woman says in an agitated voice that she is in the hospital, and
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everyone who has severe symptoms of the coronavirus has taken ibuprofen. The woman
introduces herself as Pauline, the mother of a girl named Poldy. This is fake: doctors did
not call ibuprofen the cause of the activation of the coronavirus, but users willingly
shared the record, misleading their loved ones [9].

The coronavirus for Uzbekistan has also become a kind of push towards a critical
revision of the legislation. So, during the period of the coronavirus, 16 presidential
decrees and resolutions were adopted aimed at mitigating the impact of the pandemic on
the economy.

One of the problems during the coronavirus was the lack of legislative norms
establishing responsibility for the dissemination of false information about the
coronavirus, as well as non-compliance without good reason in the conditions of the
emergence and spread of quarantine and other dangerous human infections with the
requirements for medical examination, treatment and arrival at the places designated for
quarantine and non-admission of these places in the prescribed period, disclosure of
information about persons., with whom there was contact and places of visit during the
period of risk of infection with the disease, as well as other legal requirements of the
state sanitary supervision authorities. The solution to this problem, albeit belatedly, was
the introduction of amendments to Article 54 of the Code of the Republic of Uzbekistan of
Administrative Responsibility and Article 2571 of the Criminal Code of the Republic of
Uzbekistan, as well as the establishment of criminal liability for the dissemination of false
information about the spread of quarantine and other dangerous infections in the
conditions of the occurrence and spread of quarantine and other dangerous infections.

The next problem is the freedom and irresponsibility of the blogger. The free use of
information and communication technologies and the Internet can lead to certain
negative consequences. For example, this has a particularly negative impact on everyday
users. Like any State, the Republic of Uzbekistan also intends to address the issue of
preventing the spread of negative content. Thus, in early April 2020, the Ministry of
Internal Affairs of the Republic of Uzbekistan put up for discussion a draft resolution of
the President of the Republic of Uzbekistan “On measures to further improve the system
of prevention of offenses among minors and youth”. Paragraph 9 of the Roadmap for the
implementation of the project provides for the creation of a virtual group of patriot
bloggers from among the members of the Youth Union, students of the Tashkent State
University of Information Technologies and volunteers, who are assigned the tasks of
preventing negative content, filtering Internet resources, etc. However, this measure is
not complete, but only helps to identify one of the sides of the problem. Considering the
problems of the negative impact of the Internet on the consciousness of people, we can
note that in the framework of our doctoral dissertation and scientific articles published
within it, we pointed out an integrated approach to solving problems. To this end, we
consider it appropriate to adopt a State program for the formation of Internet Culture,
which includes a set of measures - conducting trainings, special courses in educational
institutions, preparing and distributing propaganda materials (flyers, stands,
presentations) in the media and on the Internet. In these conditions, social measures are
becoming important, which are aimed at creating awareness among people, in particular
young people, of the danger and negative consequences of crimes in the field of
information technology and security.
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In recent years, a number of measures have been implemented in the Republic of
Kazakhstan to improve the information security system of the state. In accordance with
the National Security Strategy of the Republic of Kazakhstan [13], the Concept of
Information Security was developed and adopted, providing for the implementation of a
set of legal, organizational, scientific and technical measures aimed at forecasting,
identifying, preventing and suppressing threats in the field of information security.

The main regulatory legal act regulating relations in the field of security in
Kazakhstan is the Law of the Republic of Kazakhstan “On National Security”, which
regulates legal relations in the field of national security of the Republic of Kazakhstan and
defines the content and principles of ensuring the security of man and citizen, society and
the state, the system, goals and directions of ensuring national security of the Republic of
Kazakhstan. Among the types of national security, information security is singled out as a
separate type. Information security is the state of protection of the information space of
the Republic of Kazakhstan, as well as the rights and interests of man and citizen, society
and the state in the information sphere from real and potential threats, which ensures
sustainable development and information independence of the country [9]. Article 6 of
this Law defines the following among the main threats to national security: reducing the
level of protection of the country’s information space, as well as national information
resources from unauthorized access; informational impact on public and individual
consciousness associated with the deliberate distortion and dissemination of false
information to the detriment of national security. Accordingly, the level of security
determines the quality of national security, allowing us to assess the effectiveness of
measures to prevent modern threats and measures to prevent and eliminate them. In the
sphere of the information space, these threats are especially dangerous, since it is
through information that an individual forms an idea of the world around him, his
worldview and motivations for certain actions.

The second side of the problem is the lack of specific measures of responsibility. At
the same time, the legislation provides for existing prohibitions on the “use” of the
Internet in a negative sense. According to Article 121 of the Law of the Republic of
Uzbekistan «On Informatization», the owner of a website and (or) a website page,
including a blogger, is obliged to prevent the use of his website and (or) a website page
on the world information network of the Internet, where publicly available information is
posted, for the purposes of:

- call for violent change of the constitutional order, territorial integrity of the
Republic of Uzbekistan;

- calls for mass riots, violence against citizens, as well as participation in meetings,
rallies, street processions and demonstrations held in violation of the established order,
as well as coordination of these illegal actions;

- dissemination of deliberately false information containing a threat to public
order or security;

- propaganda of war, violence and terrorism, as well as ideas of religious
extremism, separatism and fundamentalism;

- disclosure of information constituting state secrets or other secrets protected by law;

- dissemination of information that incites national, racial, ethnic or religious
hostility, as well as discrediting the honor and dignity or business reputation of citizens,
allowing interference in their private lives;

328



YKamusaTt Ba uHHOBauusiiap — O611ecTBO U UHHOBALUU — Society and innovations
Special Issue - 05 (2022) / ISSN 2181-1415

- dissemination of information, including those expressed in an indecent form,
demonstrating disrespect for society, the state, and state symbols;

- promotion of narcotic drugs, psychotropic substances and precursors;

- propaganda of pornography, the cult of violence and cruelty, as well as
incitement to commit suicide;

- dissemination of information aimed at inducing or otherwise involving citizens,
including minors, in committing illegal actions that pose a threat to their life and (or)
health or to the life and (or) health of other persons;

- committing other actions that entail criminal and other liability in accordance
with the law [1].

However, the above actions do not entail liability under either the legislation of the
Republic of Uzbekistan and the Republic of Kazakhstan, as a result of which appropriate
measures of responsibility should be established, namely, to establish administrative
and criminal liability for the illegal actions of the blogger. In turn, it is necessary to
provide for the possibility of closing websites or other resources on the Internet by
a court decision, since the court is the final instance that administers justice.

Thus, it can be noted that the main step that is advisable to apply is the formation
of a kind of Internet culture, the implementation of which should be carried out not only
by repressive measures, but also by educational measures. It is thanks to the conscious
choice of the behavior of a person in the information and communication space that it is
possible to ensure the protection of information security in the virtual space. It is also
necessary to take appropriate institutional and organizational measures to ensure the
protection of the interests of the individual, society and the state in the virtual space.
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