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 Information, exactly confidential information, is the most 
important component of the development of society in formative 
modern world. The current civil society is gradually turning from an 
informed to the information, so we can fearlessly say that the 21th 
century is considered to be the age of information. Information is a 
very important and necessary element of any activity of man, society 
and the state in the public, social-economic and political spheres.  

It is noted in the article that the problems related to the fact that 
the legislation provides a wide range of powers by government 
organs in the different tests that may affect the interests of sensitive 
enterprise because unset concrete facets of government intervention 
in economic activities of enterprises considered painful for 
entrepreneurs in many countries. 

It is concluded that the commercial valuable information is the 
right of every establishment for keeping secretness of it's industrial, 
commercial and financial operations, as well as proper 
documentation. It presents great interest in securing a wide range of 
problems related to that which information belong to a commercial 
secret, as far as possible lifts the curtain for partners, competitors, 
government organs not to cause adverse effects on its business. 

Based on the study of foreign experience and scientific and 
theoretical views, ways to improve legislation in the field of 
regulation of confidential information were investigated. Based on 
the results of the analysis, relevant conclusions were drawn and 
proposals were developed for the current legislation 

 

2181-1415/© 2020 in Science LLC. 
This is an open access article under the Attribution 4.0 International  
(CC BY 4.0) license (https://creativecommons.org/licenses/by/4.0/deed.ru) 

Keywords: 
confidential information 
secret 
confidential trade 
information 
legal regime 
method of protection of 
rights 

 

 

                                                           
1 Doctor of sciences (DSc) of law, the associate professor, University of World Economy and Diplomacy Tashkent, 
Uzbekistan 
Email: nargiza-raimova@mail.ru  

https://inscience.uz/index.php/socinov/index
mailto:nargiza-raimova@mail.ru


Жамият ва инновациялар – Общество и инновации – Society and innovations 
Issue -1, №02 (2020) / ISSN 2181-1415 

 

261 

Ўзбекистон Республикасида тижорат сирини ҳуқуқий 
тартибга солишни такомиллаштириш 
 

  АННОТАЦИЯ  

Калит сўзлар: 
махфий ахборот 
сир 
махфий тижорат ахборот 
ҳуқуқий режим 
ҳуқуқларни ҳимоя қилиш 
усуллари. 

 Ривожланаётган замонавий дунёда ахборот, хусусан 
махфий, жамият ривожланишининг муҳим таркибий 
қисмидир. Ҳозирги фуқаролик жамияти аста-секин 
ахборотлашган жамиятдан ахборот жамиятига айланиб 
бормоқда, шунинг учун ХХИ аср ҳақли равишда ахборот асри 
деб ҳисобланмоқда. Ахборот инсон, жамият ва давлатнинг 
жамоат, ижтимоий-иқтисодий ва сиёсий соҳалардаги ҳар 
қандай фаолиятининг жуда муҳим ва зарурий элементидир. 

Мақолада таъкидланишича, кўплаб мамлакатларда 
тадбиркорлар учун оғриқли масалалар қонунчилик турли хил 
текширувлар пайтида давлат органларига кенг ваколатлар 
бериши билан боғлиқ бўлиб, улар корхоналарнинг иқтисодий 
фаолиятига давлат аралашувининг аниқ чегаралари 
аниқланмаганлиги сабабли корхоналарнинг махфий 
манфаатларига таъсир қилиши мумкин. 

Хулоса қилинишича, махфий маълумотлар ҳар бир 
корхонанинг турли хил ишлаб чиқариш, савдо ва молиявий 
операцияларни, шунингдек тегишли ҳужжатларни сир тутиш 
ҳуқуқидир. Қандай маълумотни тижорат сирига киритиш 
кераклиги, бизнес учун салбий оқибатларга олиб келмаслик 
учун шериклар, рақобатчилар, давлат идоралари учун парда 
қай даражада очилиши мумкинлиги билан боғлиқ кўплаб 
муаммоларни ҳал қилишда катта қизиқиш уйғотмоқда. 

Хорижий тажриба ва илмий-назарий қарашларни органиш 
асосида махфий ахборотни тартибга солиш соҳасида 
қонунчиликни такомиллаштириш ёллари тадқиқ қилинган. 
Таҳлил асосида тегишли хулосалар қилинган ва амалдаги 
қонунчиликка таклифлар ишлаб чиқилган. 

 

Совершенствование правового регулирования 
коммерческой тайны в Республике Узбекистан 
 

  АННОТАЦИЯ  

Ключевые слова: 
конфиденциальная 
информация 
тайна 
конфиденциальная 
коммерческая 
информация 
правовой режим 
способы защиты прав. 

 

 В формирующемся современном мире информация, в 
частности конфиденциальная, выступает важнейшим 
компонентом развития общества. Нынешнее гражданское 
общество постепенно превращается из информированного в 
информационное, поэтому можно смело констатировать, что 
XXI век по праву считается веком информации. Информация 
представляет собой очень важный и необходимый элемент 
всякой деятельности человека, общества и государства в 
общественной, социально-экономической и политической 
сферах. 
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В статье отмечается, что болезненными для 
предпринимателей во многих странах являются вопросы, 
связанные с тем, что законодательство предоставляет 
широкий круг полномочий государственным органам в ходе 
различных проверок, которые могут затрагивать 
конфиденциальные интересы предприятий в силу 
неустановленности конкретных граней вмешательства 
государственных органов в хозяйственную деятельность 
предприятий. 

Делается вывод о том, что конфиденциальная информация 
– это право каждого предприятия на сохранение в тайне 
различных производственных, торговых и финансовых 
операций, а также своей соответствующей документации. Она 
представляет большой интерес в решении широкого круга 
проблем, связанных с тем, какие именно сведения следует 
относить к коммерческой тайне, насколько можно 
приоткрывать занавес для партнеров, конкурентов, 
государственных органов, чтобы не повлечь негативных 
последствий для бизнеса. 

На основе изучения зарубежного опыта и научно-
теоретических взглядов были исследованы пути 
совершенствования законодательства в области 
регламентации конфиденциальной информации. По итогам 
анализа были сделаны соответствующие выводы и 
разработаны предложения в действующее законодательство. 

 

INTRODUCTION. 
The market economics is interrupted connected with the competitive relationship, one of the 

elements of which is the relationship for the protection of confidential information. And it is quite 
clear: every organization has its own produce secrets that should not be the subject not only outside 
of the organization, but often among its employees. Nowadays these include the information about 
new developments and projects, preparing advertising actions, presentations and etc. 

In particular, in the world in 2019, 934 cases of leakage of confidential data of enterprises 
were recorded and published in the media, and clear losses due to public leaks amount to 37.8 
billion dollars, which is 16% higher than in 2018. 

In addition, global spending by companies on information security amounted to 89.13 billion 
dollars, which is 7 billion dollars more than in 2019. According to analysts, this amount will reach 
96.3 billion dollars by the end of 2020[1]. 

Commercial activity as a system was right long time not known to the legislation as the 
economic activities were completely under authority of the state. When our country has passed to 
a new standards of living where business and a competition in commercial activity became the 
integral attributes of economy, questions of fastening of the confidential information in the 
legislation became very actual, as possession the information having certain value by virtue of its 
uncertainty to other persons, promotes economic development, successful competitive struggle in 
market conditions. In a century of information technologies, the confidential information has got 
the character of the goods in the market of business, that having strengthened its value in 
commercial activity and in the legislation. 

The formation of independent states during post-Soviet Union expanse led to explosion of 
national legislation as for the protection of confidential information. Appropriate legislation has 
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adopted on the different types of confidential information, which has been amended several times 
taking into account both national peculiarities of each state and foreign economic and political 
environment in most of the countries of member states of the Commonwealth of Independent States 
(CIS). 

As for our country, transition of the Republic of Uzbekistan to a market economics marked 
the new tendencies in the sphere of entrepreneurship transient the sphere of services and 
production. Particular significance in the legal regulation of economic activity in the circumstances 
of developing market relations in the Republic of Uzbekistan obtains interest for information 
circulation. As Islam Karimov, the First President of the Republic of Uzbekistan pointed: «We live in 
the age of impetuous technological progress, high technology, information and computer 
systems»[2]. Information is a very important and necessary element of any activity of man, society 
and the state in the public, social-economic and political spheres. Commercial activity as a system 
of right for a long time was not known in legislation as an economic activity was completely under 
the state authority. When our country has moved to a new level of life where entrepreneurship and 
competition in commercial activities are essential attributes of economics consolidation problems 
in legislation of commercial secrets have become very actual since the possession of information 
got definite value, because of its obscurity to other persons promotes economic development and 
successful competitive struggle in market conditions. Commercial secret got character of the goods 
purchased in the market of entrepreneurship, thereby reinforcing its importance in commercial 
activity and legislation in the age of information technology. 

The institution of commercial secrets appeared at the end of 19th century and it wide spread 
in the second half of 20th century, due to increase the role and value of information in the modern 
world. Nowadays information is a separate product in a market. Information has greater 
commercial value constitutes commercial secrets because of its character representing its owner 
existing in other circumstances to increase incomes to avoid unnecessary costs, to keep its position 
in the market of goods, works, services or to obtain other commercial advantages, which also 
unknown to public. 

There are calculations according to which a fourfold increase in the volume of information 
leads to a doubling of production. Already, 74% of employees in the United States and 80% in Japan 
are engaged in information processing[3]. 

Certain issues related to the legal regulation of confidential information were studied by 
representatives of the legal profession. In this regard, the works of Baratov M.Kh.[4], Gostev I.M.[5], 
Gulyamov S.S.[6], Zokirov I.B.[7], Ionsev M.G.[8], Imomov N.F.[9], Karakhodzhayeva Sh.R. [10], 
Kolomiets A.V.[11], Nasriyev I.I.[12], Okyulov N.[13], Rakhmonkulov H.R.[14], Adrian FitzGerald, 
Jamie R. [15]etc.  

 
THE PURPOSE OF THE STUDY. 
In the original article there is an analysis of the current state of the law enforcement practice 

of disclosing and investigating legal relations connected with the protection of trade secrets, 
identifying problems and developing proposals for improving civil legislation in the sphere of 
protection of trade secrets. 

The object of the research is the system of the civil-law relations in the sphere of usage and 
protection of confidential information, in particular a trade secret. 

The scientific novelty of the research includes the followings:  
The proposal that the information contained in the constituent documents of the legal entity, 

the documents confirming the fact of making entries about legal entities, individual entrepreneurs 
and farms without forming a legal entity in the relevant state registers, are not information 
constituting a trade secret have been substantiated; 
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Proposals on the right of the holder of a trade secret to enter into commercial circulation a 
trade secret on the basis of contracts providing for the inclusion in them of conditions for the 
protection of its confidentiality have been substantiated; 

The rules for issuing persons to information and documents containing the corporate secret 
and the confidential information of the enterprise, as well as effective accounting, storage, 
disaggregation and usage of documents and cases containing a corporate secret and confidential 
information have been substantiated; 

New civil-legal constructions of the standard clause on commercial secret and confidential 
information of the enterprise have been substantiated. 

The aim of the research is to develop proposals and recommendations to improve the 
regulation of civil-law relations in the field of usage and protection of confidential information in 
civil turnover in the Republic of Uzbekistan. 

 
MATERIAL AND RESEARCH METHODS. 
General scientific and special methods of scientific knowledge were used to solve the set 

tasks: historical, systematic, specific-sociological, comparative-legal, analytical, content analysis, 
logical-legal, etc. Together, all these methods made it possible to ensure the reliability and validity 
of the research results in a scientific article to a certain extent. 

The analysis of the norms of the legislation of the Republic of Uzbekistan and practice of a 
number of foreign countries, doctrinal works, scientific articles in the field of banking law was used 
as an empirical basis. 

 
RESULTS AND ITS DISCUSSION. 
The analysis of foreign legislation on confidential information indicates that in many foreign 

countries with market economics is widely introduced and legally proved effective mechanism to 
protect commercial secrets from the various interventions of both state and non-state structures. 
The international experiences based on normative legal acts of a number of states that 
conventionally designated as the first group countries were analyzed in this article. This choice is 
explained by the fact that, first, as new history shows these countries are subject to the highest 
degree of probability of entry to the Republic of Uzbekistan in the integration process. Second, these 
countries before the Soviet Union breakdown had a common legal base regulating the problems of 
establishing legal status of state secrets and commercial secrets. 

Comparative analysis of normative legal acts on the protection of information, some 
economically developed countries, including the US, the UK, Germany, China, Thailand (so-called 
second group countries) taking into account the prospects of further cooperation of post-Soviet 
countries, i.e. Uzbekistan with the leading countries of the world were carried out. 

Being the kind of confidential information and is directly connected with the forms of 
ownership and methods of management of the economics, there was the command-administrative 
system, commercial secrets is almost a new direction for the legal systems of the first group of states. 
It presents the variety in determining the legal status of commercial secrets in the first group 
countries. 

For example, the commercial secret is defined as «... non-governmental secret information 
related to the production, technology, management, financial and other activities of the 
entrepreneurship, the disclosure of which might harm his interests» in Moldova and 
Kyrgyzstan[16]. 

The information on the various aspects and spheres of productive, economic, administrative, 
scientific, technological, financial, commercial secret belongs to economic interests of an 
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entrepreneurship, the protection of competition interests and the possible danger to the economic 
security of an entrepreneurship in Belorussia[17]. 

The commercial secret is indicated not the information itself, and its position and it is « ... the 
confidentiality of information that allows the holder under the existing or possible circumstances, 
to increase income, to avoid unnecessary costs, to keep its position in the market of goods, works, 
services or to obtain other commercial advantages» in the Russian Federation[18]. 

According to the Federal laws «About Trade Secrets» (1979) and «About economic 
espionage» (1996) commercial secret is defined as information (including formulas, models, 
programs, mechanisms, methods, technologies) or technology, which has an independent economic 
value (actual or potential) and not available to others who could extract economically from its use 
or disclosure in the relationship, which measures have been taken to protect its secretness in the 
USA. 

According to the Law «About unfair competition» commercial secret belongs to the 
information completes the features of secretness (available only known to a limited circle of 
persons) provided that the owner of the information legitimate interest in its preservation in 
Germany. 

The concept of commercial secret is defined as «technical and management information 
close character of suspected features of economic or practical value and in relationship of which 
taken reasonable measures to protect secretness in China». The legislation of People's Republic of 
China does not contain a special act of commercial secret, but there are a number of rules that affect 
this problem. Thus, the Regulation on Commercial Security Services (1988) provides establishment 
of such services, activity which directed to the protection of commercial secrets. 

According to the Law «About Trade Secrets» (2002) the concept of commercial secrets is 
treated similarly to the US in Thailand. However, Thailand Law shared commercial secret into two 
types. The first type includes industrial secrets, which consist of commercial information affecting 
technical problems related to the production process or chemical formulas. The second type is 
commercial information, which includes sales methods, contractual forms, customer base, 
advertising technology etc. 

In spite of lack of clear legal definition of commercial secrets court cases following features 
such as, firstly, the information in its essence must be «an integral feature of confidentiality», 
secondly, the information must be related to the conditions, which should be an obligation to 
disclose, thirdly, it must be any illegally usage of this information caused the damage to its owner in 
English law[19]. 

It should be noted that the comparative analysis of these legal acts reveals the tendency of 
some legislations of investigated countries combine subsystem legal protection of state secrets and 
commercial secrets in a single system. 

The role of common denominator of state secrets and commercial secrets combined into a 
group of information with limited access in Russian Federation legislation[20]. Commercial secret 
classified as non-governmental secrets in the legislation of the Republic of Kyrgyzstan[21]. 

Formed over 150 years of confidential branch of law regulates relations not only in the 
sphere of entrepreneurship, but also in the sphere of state secrets protection in the UK. As a result 
of rush growth and development of forms and methods of unfair competition in international 
economic relations protection of vital economic information of the US Federal Government, as well 
as American firms, business, industry and individuals both within the country and abroad have 
found their reflected in the Law of the US «About economic espionage» (1996), which were the 
initiators of the Ministry of Justice and the Federal Bureau of Investigation of the US[22]. 

In this case, the main focus of the American law enforcement system aimed to criminal 
responsibility for illegal usage of information constituting commercial secret, as existed before the 
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civil responsibility is not adequate to deal with the struggle against economic espionage. In 
particular, the violation of the rights of the holder of commercial secret law provides a penalty of 
imprisonment up to ten years and a fine of up to half a million dollars. If the offender is a juridical 
person, the penalty can be up to five million US dollars. Increased penalties are also provided in 
cases where the larceny of commercial secrets is in the interests of foreign citizens and 
organizations. Besides, the law provides for the confiscation of any property acquired in violation of 
the rights of the holder of a commercial secret, and used for committing crimes. The statute about 
property confiscation confers power to federal government organs for dismantling and removal of 
computer networks, printers and other devices used for the commission of crimes by law. 

The Criminal code of Switzerland contains articles on diplomatic espionage about economic 
intelligence activities and military intelligence activities. For example, the diplomatic espionage is 
not only the disclosure of certain information, but also in the falsification, annihilation of certain 
documents, as well as to conduct intentional relations with a foreign government to the detriment 
of the Confederacy. 

The person, who is assisting a foreign power illegally receives, reports, gives or otherwise 
provides information about defense amenities, armory, provision, import, export, production 
technologies so on, if such disclosure could cause harm to the security of the Kingdom can be 
engaged responsibility for espionage in Sweden. 

Large and foreign wealthy companies introduce their staff additional post-Officer in charge 
of countering the theft of valuable information. Others companies permanently or periodically use 
private services specialized to investigation and security. The staff number of these services consists 
of thousands of employees. The growth tendency of the series is not demanded. The actions of 
private services and police are contradictions, but they try to settle with the help of law or on parity 
basis. There is an agreement on information exchange if crime is committed in the protected area. 

Thus, the experience of the second group countries shows that the state secrets and 
commercial secrets should be regarded as a vital element of the country. The commercial secret 
protection along with the protection of state secrets should be carried out not only in private, but 
also in the interests of national security. In some countries commercial secrets dealed with the 
protection of the bank’s clients’ interests – compliance with bank secrecy, responsibility to 
customers and antitrust rules [24]. 

The primary sources of international legal basis on protection of commercial secrets include 
the regulation of universal international contracts such as the Convention (1883) on the Protection 
of Industrial Property, as amended in 1900-1979 and the International Covenant on Civil and 
Political Rights (1966). 

In particular, the article 12 of the Convention allows the opposition to unfair competition, 
including through the creation of correspond to special national services. The article 19 of the 
International Covenant on Civil and Political Rights (1996) regulates the limitation of the inviolable 
rights and freedoms as the freedom to seek, receive, disseminate all kinds of information and ideas 
orally, in writing or in print, in the artistic form and otherwise, if it required to ensure public or 
national security[23]. 

An integral part of these documents are the normative-legal acts regulating the problems 
providing national security of economic sphere. The US law «About Economic Security» adopted in 
1996. The law «About National Strategy for the economic security of the Russian Federation» has 
been adopted and it is revised periodically by the Federal Government and it is approved by the 
President of the Russian Federation every 3-5 years. 

The direct regulation of the activities of the special services of the first group countries is 
reflected in the normative legal acts regulating the proper activities in information protecting or 
defining legal status of authorized state organs to exercise it. 
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It should be noted that different approaches in determining legal status of commercial 
secrets are also reflected in the allotment of the relevant competence of special services of those 
countries. 

If in all states of the first group countries the state secrets protection problems obliged to the 
state security organs of these countries, the protection of commercial secrets of enterprises, 
organizations and institutions in compulsory order were failed in competence only the special 
services of Moldova and the Ukraine. Moreover, the security service competence of the Ukraine 
includes only commercial secret, which may cause damage to the vital interests of the Ukraine. The 
organs of the Federal Security Service and the Committee on National Security have the right to 
provide methodical and practical help to enterprises, organizations and institutions separately 
ownership form in the development of measures to protect commercial secrets in the Russian 
Federation and Kazakhstan. Commercial secret is not mentioned at all in the laws on security 
services of the Belorussia, Kyrgyzstan and Tajikistan. 

For example, the FBI in compulsory order participates in the protection of commercial 
secrets only to those companies and firms participating in international economic cooperation in 
the US. In other words one can say, the FBI was involved in the struggle for the «survival» of an 
enterprise in a competitive competition in domestic market. Market relations naturally «fall out» 
economically non-solvent structure or those, who neglect measures to protect their intellectual 
property from internal («home») competition. 

The results of the investigation make conclusions in all countries including the first group 
countries information with limited access, but do not contain information constituting state secrets 
regulated legally by the state. The legal regulation of this category of information is carried out by 
means of special regulations in the form of laws. 

As for the Republic of Uzbekistan, in our opinion, pressing requirement of present day is the 
determination of legal regime of commercial secrets in the entrepreneurship relationships.  

Analysis of statistical data on crimes registered in this area from 2010 to 2020 shows that 
there is an emerging trends to their growth. Over the specified period of time, the number of 
analyzed offenses increased 15 times. 

However, we believe that official statistics do not reflect the real picture of the prevalence of 
the offences under consideration due to the constant variability of the latter. We conducted a 
sociological survey, which confirms this. So, to the question: «What would you do if commercial 
espionage was committed against you?» entrepreneurs answered as follows: 54% of respondents 
would seek help from law enforcement agencies and, accordingly, 46% would deal with «their own 
forces» or used the services of security companies. Thus, about half of the surveyed entrepreneurs 
would not apply to law enforcement agencies, as they believe that if the case becomes public during 
the investigation and trial, the company can irrevocably undermine its business reputation, and 
thereby increase the caused damage. This situation, in our opinion, once again confirms the fact that 
due to the lack of effective legal measures in this area, certain difficulties arise in practice. 

Based on statistical data, it was revealed that the number of such cases in judicial practice 
increases every year. So, if the economic courts of the Republic received 39 applications for 
protection of rights to commercial confidential information in 2018, this figure increased to 63 in 
2019, and reached 75 only in January-September 2020[24].  

It is necessary to add qualitative new legal norms to domestic legislation, especially in the 
law of the Republic of Uzbekistan «About trade secrets» in establishing legal regime of commercial 
secrets. Everything depends on the authority of our entrepreneurs in the domestic and in 
international market. The legal relations connected with the regulation of commercial secrets in a 
market economics is a very important legal institution related to the formation of a competitive 
environment among local entrepreneurs. Paul Gates mentioned: «One, who owns information 
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possesses market». This fact is also dictated by the adoption of the Resolution of the Cabinet of 
Ministers of the Republic of Uzbekistan «About measures to implement the Resolution (PP-1572) 
of the President of the Republic of Uzbekistan on July 8, 2011 on additional measures for the 
protection of national information resources» on October 11, 2011[25]. 

Above mentioned all words prove actuality of scientific and theoretical investigation of the 
problems related to the definition of the legal regime of commercial secrets in the legal relationships 
of entrepreneurship in present day. 

 
CONCLUSION 
In conclusion it can be argues, that disclosure and investigation of trade secrets is an actual 

problem of our time. This is due to a number of reasons.  
Namely: 
1. Taking into account the existing legislation and also to avoid undue identification with 

various concepts in the sphere of regulation of legal relations related to the legal status of various 
types of confidential information, developed the author's definitions of «confidential», «secret», 
«proprietary», «the legal regime of commercial secret», «know-how». 

2. Depending on different characteristics (owner, the cause of. or possession, scope of 
activity, degree of confidentiality) are developed scientific criteria for classifying restricted access 
information. 

3. The conclusion is made about that commercial secret has twofold character. On the one 
hand, the information that makes up trade secrets, as well as intellectual property, arises as a result 
of intellectual property of human activity. 

4. It is proved that in addition to the exclusive rights that more degrees refers to objects in 
the material world, there is also a right to confidentiality that should be used when reviewing the 
information that makes up a trade secret that has an intangible form of expression. 

5. The rights of the owner of information constituting a trade secret can be divided into the 
following groups: the right to own actions; rights of requirements; the right to protection. 

6. Justified the division of protection methods to confidential information into two groups: 
ways to protect against illegal acquisition of confidential information; methods of protection against 
illegal usage of confidential information. 

In order to resolve the above problems, from our point of view, developed and submitted to 
the relevant authorities, the draft of the Law of the Republic of Uzbekistan «About modification and 
additions in some legislative acts of Uzbekistan in connection with improvement of legislation about 
commercial secret», the decree of the President of the Republic of Uzbekistan «On approval of the 
list of data of confidential nature», as well as a Model provisions about trade secrets and confidential 
information of the company. 
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