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Over the last few years there has been offered diverse
techniques and methods for removing email spam and some of
them are intended to divide and classify them into different
subgroups. A group of software engineers has developed
several techniques, including a genetic algorithm, K-NN
algorithm (which will find a set of K-nearest neighbors), and
clustering method (classifying spam messages into several
subclasses) to deal with these problems. However, the main
function of all the above-mentioned techniques is to promote
the user interface and experience of email spam messages by
dividing them into subgroups or removing and blocking non-
requested messages. This research project will explain
algorithms related to eliminating email spam messages and put
forward a new suggestions/methods to the problem.
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MabaymoT/iap ¢aHMHM KyJ/Iall OPKAaJId OAAUN MATHJIU
3JIEKTPOH I0YTAa CIAaMJIAPUHU KaTeropusyiail

AHHOTALMA

Kaaum cy3aap:
3JIEKTPOH I0YTA ClaM,
Knactepaaiw aaroputmy,
CnaM xabapJ/iapuHu
TacHu 1AL,

['eHeTUK aJITOPUTM.

CyHITH OUp Hevya WUJ MYM/JA 3JIEKTPOH MOYTa ClaMJIapuHU
0/1M6 TalIaul y4yyH TYpJiM TeXHUKaJap Ba MeToAJap TakJud
KWJIUH/JY, YJapHUHT O6ab3ujapu cHaM xabapJlapuHU TypJid
KWYUK TypyxJapra 6y/auil Ba TacCHUQJIALIHU MaKcaJ KuJaaau.
Bup rypyx JacTypuusiap OUp HeuyTa TeXHUKaJapHU HULIa6
YUKJWIAp, KyMJaJaH, reHeTUK aaroput™m, K-HH aaroputmu
(K-aHr gKkuH KyWHWUJIApHU aHUKJALl), KJaacTepJsall YCyau
(cmam  xabapJyiapyHu OUp HeuTa KHUYMK CUH}Japra
TacHUJal), 0y MyaMMoOJIapHUA XaJ KWW Y4yH. BUPOK,
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I0KOpH/Ja caHab yTUIraH TeXHUKaJapHUHT acocMil Basudacu
dorasiaHyBUM HUHTepPeNCHMHU Ba 3JIEKTPOH MOYTa ClaM
XabapJlapMHUHT TaXXpUOACHUHM AXUIWJIALL, YyJapHU KUUYMK
rypyxJiapra 6yJui éKyd CypoB KUJMHMaraH xabapJjiapHy 0116
TalllJIall Ba 6JI0KAAAUD. YIIOY TaAKUKOT JIOMUXACH 3JIEKTPOH
noyra cnaM xabapJaapyuHM ~ HWYKOTHUIL OWIaH  OGOFJIMK
aJITOPUTMJIAPHU TYIIYHTUPAAU Ba MyaMMOHHU XaJl KUJIUIL Y4yH
SIHTY TaKJUQ /yCyIHU UITapy cypajy.

HpnmeHe}me HAYKH 0 JdHHBIX AJIAd KATEropu3dalu CllaMad
B BU/J€E OOBIYHbIX TEKCTOBBIX JJIEKTPOHHBIX ITHCEM

AHHOTAIIUA
Kntoueevle croea: 3a mocsefHHE HECKOJIbKO JIET ObLIO MPEIJ0KEHO
criaM B 3JIEKTPOHHON MOUTE, MHOXXECTBO pa3/JIMYHbIX METOJ0B M TEXHUK [JIs yAaJleHUs

AJITOPUTM KJIaCcTepHU3alluHy, o
CllaMa B 3JIEKTPOHHOHM II04YTE€, HEKOTOpbl€ HW3 KOTOPLIX
MamunHHOe 06y4€eHHE,

Knaccudukauus cram- npejHa3HavyeHbl AJs1 pa3jiesieHus U KiaccudUKaluy cnama Ha
COOBLIEHHH, pa3Hble MoArpynmnbl. [pynmna HWHXEHEPOB-NMPOrpaMMUCTOB
l'eHeTHYeCKHH aIrOPUTM. paspaboTasia HECKOJIbKO METOJIOB, BKJIIOYasi T'eHEeTHYEeCKUU
aaroput™, anroputM K-NN (koTopblii HaxogUT Habop
K-6amxanmux cocenieit), MEeTO/, KJIacTepU3aluu

(k1accudukaLysa cnaM-coob61eHU Ha HECKOJIbKO M0/IKJIaCCOB)
JUIsl pellleHHs] 3TUX MpobsieM. OHAKO OCHOBHAsl LieJib BCeX
BBIIIEYNIOMSIHYTbIX TEXHUK 3aKJ/I4YaeTcsd B  YJAYYIIEHUH
N0JIb30BaTe/JbCKOT0 HUHTepdeiica W ombiTa paboThl C
COOOIIEHUSAMU 3JIEKTPOHHOM TMOYTHI, pa3jesss HUX Ha
NOArPYNNbl WM YyJAadsid W OJOKUPYS HexeJsaTeJbHble
Co0OIeHUsl. IJTOT MCCAe[0BATENbCKUN MPOEKT OOBSICHUT
aJI'OPUTMbI, CBSI3aHHble C yAaJieHHeM CllaMa B 3JIEKTPOHHOU
N0YTe, U IPEJIOKUT HOBBbIM METO/, pellieHHs1 3TOU NPoO6JIeMBbl.

INTRODUCTION

In recent years, mail has gained tremendous popularity in our society. Because in a
really good and cheap tool to flourish one’s business. Business owners can send emails to
their clients and keep them updated about the products and discounts that they offer to
attract more customers. Albeit, this fame also caused the birth of unexpected and
unnecessary commercial messages that distract people by giving not valid sources of
information. Currently, in every second millions of spam messages are sent to people’s
mail addresses worldwide, and consequently, both the market and client started to get
affected by this trend. These spams are not only a serious problem for the market, but
also it’s one of the biggest headaches of ISPs.

Research conducted by a group of data scientists and software engineers from
Charles Darwin University in Australia (on 12 June 2019) showed that more than
270 billion email addresses have been exchanged in a market and out of them almost
57% of them were spam that provided users not valid source of information. Even
hackers started to utilize mail spam messages to hack customers’ login & password
credentials by sending spam consisting of login pages of their Apple accounts, reported
and published by Bloomberg on 19 January 2016[1].
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Even though so many scientists and engineers created so many algorithms that try
to remove spam messages, there still remain millions of uncontrolled messages.

Therefore, alternative and efficient algorithms are being created by data scientists
around the world while taking this obstacle and problem on a global scale. Some
engineers offered a solution by dividing all these messages into 2 subgroups (black and
white list), whereas blocked IP addresses, their locations, and other blocked spam go to
the black list, while the rest go to the white list. But, in this fast-growing society, it is an
almost impossible and never-ending job. Therefore, other alternative solutions were put
forward. One of them is applying machine learning by testing on millions of spam and
acquiring certain knowledge and skills to distinguish which mail is valid and which one is
a spam message.

This is the goal of this report to explain and show an example of efficient antispam
algorithms wused by giant internet companies and also put forward a new
solution/suggestion to the problem.

Related Works

Since scientists started looking at spam on a global scale, several algorithms
offered by engineers around the world. One of the efficient methods was to classify mail
spam. This method is also called as clustering method. In an annual conference in 2007,
Project Honey Pot outlined to manage all bulk mail and luckily it was successful and
worked very productively. This project takes spam messages as a whole network tree
and traces these messages till it finds this tree’s nodes and blocks them [2]. This project
was managed and conducted by Unspam Technologies, Inc. Later on, in our research
report, we show an example of how clustering works and what its algorithm looks like.

Another successful technique had been offered and it was called Salton’s vector
space model. This model is still widely used in our society by many internet companies.
The reason behind it is very simple. This model is mainly created on linear
algebra/Calculus and has several advantages over the Honey Project. For example, all
elements of this model weigh not a binary term. In addition, it uses vector analysis as one
of the base elements. However, this model crashes when it comes with large data and
keywords must be exact, otherwise, this function returns the opposite Boolean value.

It needs to be highlighted more information about classifying Email messages or in
other words clustering method because it more advanced version of clustering is based
on the combination of the neural network and machine learning. This technique has
already overcome traditional methods. Classifying has covered several core elements,
like affinity matrix more data manipulation, eigenvector, and coming back to the same
data, but in categorized subgroups.

Compute leading Project back
L eigenvectons Clustering in ter cluster the
Drata Affinity matrix of A the new space original data

= [wyl

- E r et
o

Even Google is advancing method and if you take a look at Gmail you can see that
spam messages are categorized and divided into several subgroups.
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A new generation of clustering is a genetic method that is based on complex logic
and computations. For instance, when data scientists conducted a survey over genetic
methods in combination with clustering, it showed that in this algorithm more precise
accurate information was displayed.

In this report, we with teammates decided to utilize and show one simple example
of classifying method and for the conclusion of it, filtering email spam produced more
accuracy even in large data. You can see one simple example in section 4.

External damages caused by Spam

In the 21st century, email has been one of the crucial aspects of our life and work
causing about 100 billion emails to be sent to valid email addresses around the world.
Unfortunately, most of these emails are not valid information, in 2010 approximately 88
percent of this email traffic was spam (2010 Symantec; 2011 MAAWG) [3]. Under current
laws, nearly all of these spam emails are illegal as they don’t give the choice for
customers to decide. On the other hand, they don’t provide any kind of value as a return
to an advertisement they share with customers unlike companies YouTube, Facebook,
Instagram, WeChat, and many more which do legitimate advertisements.

The external effects of spam are also considerably high when we take the ratio of
external costs(damage) to private profit. It is estimated that almost 20-50 billion a year is
sent by customers and private firms in America because of spam, and It is possible to
imagine how huge these numbers get if we estimate it on a global scale. But as a return
spam-advertised merchants make only about $200 million in America and $15 billion
worldwide. This makes the externality ratio even more than 100, which shows that it
causes a drastic amount of damage to make a little benefit for the community of
spammers. These estimated values are taken based on computer science professionals
who monitored the activities of spammers over the curse of time in 2008 and 2011 (Holz,
Vigna, Stone-Gross Paxson, Kanich, and so on). And most of the time this mass amount of
spam being sent online can be described as digital pollution. It causes problems to
customers to keep their emails ordered and organized and make them lose their
concentration on their job related daily emails by making their inbox totally mess [4].
On the other hand, email providers also get damaged as the value of their service is
decreased by the external factor of these spam. Of course, spam is not the only one out
there causing digital pollution, there are some others like telemarketing, billboards, junk
email, invalid emails, and spying apps that track your browsing history and send them to
marketing companies. However, these types of digital pollution don’t have such high
externality and are not in use as much as spam.

Now to give how high this externality is we give some examples to compare.

Activity Revenue/benefit Cost Externality ratio

Driving automobiles $0.60 per mile $0.02-0.25 per mile® 0.03-0.41
Stealing automobiles $400-1200 million per year $8-12 billion per year 6.7-30.3
Email spam $160-360 million per year $14-18 billion per year” 39-112

Sources: The source for the first row is Delucchi (1997), for the second row, Field (1993). (The FBI
Uniform Crime Report (2010) places the vehicle value extracted by criminals in the same range as Field
1993.)

* Air pollution costs.

b Cost to end users.
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Even though the external damage of spam emails sent is so high and not so
efficient, it is still in use because of its very low cost compared to other types of
advertisement. Here we provide a table showing the difference [5].

(Sources: U.S. Postal Service website, For Super Bowl advertising,
“http://money.cnn.com
/2011/02/03 /news/companies/super_bowl_ads?index.hrm”)

Cost of Spam Advertising Relative to Other Advertising Media
(cost per thousand impressions (CPM))

Breakeven conversion

with marginal profit = $50.00

Advertising vector CPM Percent Per 100,000 deliveries

Postal direct mail $250-1,000 2-10%* 2000
Super Bowl advertising $20 0.04% 10
Online display advertising $1-5 0.002-0.006% 2
Retail spam $0.10-0.50 0.001-.0002% 0.3
Botnet wholesale spam $0.03 0.00006% 0.06

Botnet via webmail $0.05" 0.0001% 0.1

This spam problem was due to the behavior of SMTP protocol used to send an
email over the network, which uses the push method, unlike most other protocols which
use pull requests on demand. But at the same time, it was the main benefit of using this
protocol, so spammers could not be completely erased by implementing new methods or
protocols. However, Internet administrators improved authentication protocols: where
previously one only had to type a password to collect one’s incoming mail, now most had
to authenticate themselves by providing a password to send outgoing mail. And lots of
other methods developed over time including, crowdsourcing, IP blacklisting, machine
learning, and data science to detect suspected spam messages and either reject them
from being delivered or send them to a junk mail folder. It is important to note that in
recent years machine learning and data science methods gained dominance. The reason
for this is as data gets large efficacy of other methods drops drastically, for example, you
cannot keep up blacklisting IP addresses manually because they need to be inspected for
some time to conclude that suspected email addresses are actually in the business of
spam. Moreover, they also cost a lot more and require more work making companies lose
their attention to their main objective.

The machine-learning approach first began in the late 1990s. A typical machine-
learning implement uses ‘ground truth’ data on a subset of observations to learn rules to
classify the remaining data. They are at first trained with test data to differentiate
between spam and valid mail and then as they continue to work they improve
themselves.
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Now we specifically point to the clustering method of machine learning and data
science. Clustering helps to divide spammer accounts into groups save some additional
data and identify the personals who are using these accounts for spamming purposes. By
doing so it is possible to identify not only currently in use fake accounts but also future
accounts that will be created by these personals. Other methods mostly concentrate on
just detecting spam emails and blocking them but in fact, this is not enough these days.
Because, as anti-spam methods develop, spammers also evolve their tactics and most of
the time create new fake accounts repeatedly over some time. This is some sense that
makes the process of finding spam accounts useless because they will not be used by
spammers anyway after some time and immediately will be replaced by other fake
accounts for the same purpose [6].

But with the clustering method, you can actually store some data about fake
accounts, such as their domain, number of emails sent, advertisement type, linked sites,
and many more. And by processing them you can find out some useful data as an output.
The most typical ones include finding locations and personals that actually running this
business. In addition to this, these people most of the time work as a group, and their
accounts and spam email most of the timeshare similar content. And the behavior of
email account usage can be a sign showing this account a suspect for spam or target of
spam emails. The below graph shows the change of email usage over months.

1.5

October 2006

Emails per address

0 10 20 30 40 50 60
Months from October 2004
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Climax points can be seen as periods that spam email being generated in vast
amounts, cause it is not usual to see exponential changes in the number of emails sent.
And these time periods can be investigated and be linked to some processes happening.
And as at this point data gets extremely large it is hard to manage large groups of data.
However, with the clustering method, it is possible to subgroup large chunks of data and
work with them closely.

Here some graphical illustration of clustering output:

Fig. 3. Social network of harvesters formed by similarity in spam server
usage in October 2006 (best viewed in color). The color and shape of a
harvester indicate the cluster it belongs to.

ﬁr 0.0 Phishing level 1.0

Problem Statement

In our research project about email spam and effective algorithms to deal with this
problem. We decided to demonstrate a simple, but very effective algorithm to deal with
this problem. Let’s get started!

Let’s suppose that in our mail address, we have a collection of non-requested
messages, and we need to deal with it via filtering. As we said in previous sections we are
going to use the clustering technique to divide messages into categorized subgroups.
Firstly, if we think like data scientists, we need to go through all the information about
this spam and be aware of everything, like IP address, from which domain it was sent and
of course, its location. Once, we went through all credentials we got a collection of
messages and let’s refer it as

Q ={ql, .., qn} and K = {k1, ... km} that contains basic info to filter it. If you
remember we said in our report that one of advantages of classifying is it is weighted.
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For every qi where have its weight wq={wq1,wq2, .... Wqn}
Once we did above mentioned steps, now it’s time to do a simple math calculation:

m
D1 WiIlWiji
[H] ‘|

\Z' |“" > 1‘P

This formula might be quite complex and requires some logic, but it will produce
an accurate result[7].

We know that several algorithms exist worldwide, and every method can be
efficient based on the data type, such as if your data is big or does it needs to filter your
mail messages with exact matches or not.

CLUSTERING

Clustering in our case used as data clustering and it is the process of dividing data
into subclasses or subclusters where items or we can say elements of a data set in the
same cluster are max analogous and elements of a data set in different clusters are
unrelated. It is highly dependent on the data nature and the aim for which classification is
being used, disparate measures of likeness should be used to place data elements into
clusters, so that resemblance measures control how the classification is formed. Knowing
two of the cluster forms that are hard and fuzzy classification. In fuzzy (in some
references it is known as soft clustering), data items can be related to more than a class,
and connected with each relation is a set of membership levels. In the latter, information
is divided into different subclasses, from which all of the attributes of a class is only be
the child of the same parent.

Lets say we have a collection of spam messages and we denote it as ‘S’ so that

S={s1,s2, ..., sn}

divided into non-overlapping clusters ‘C’ so that C= {C1, C2, .... Cm}, where m>1,
reason to do that is to maintain of highly likeness among elements of different parents to
will refer to a certain topic and max destination among clusters. Below, we see how hard
clustering should take place.

sim{_fs.-,s_.i} = , o hj=1,...,n

Co7z@ forp=1,...,q

ConNG =0 forpzz p,z=1,..., q,

o
I z

k

)G, =8
p=1
Let see the designations for this case:

Opan(si) = %s_( sim{isns.,: ) = sim (‘:‘I ];’

Here we look at the set of k nearest neighbors of spam receiving message Si, where
we consider Sk as k th nearest neighbor of spam message Si
[] ifsl = (——)kﬁ;,\l‘:sf:':
“’f = .
10, otherwise,
[1 if 5; € Opnni(si),

Vij = 1
' lO, otherwise.
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Here we look at on two conditions of our function when it is equal to 1 and 0 so we
can implement here Boolean operation on solving these problems.

Xip = _ i=1L....,m p=1,...,4

By taking a look at above conditions, we can simply say that both of the condition
need to undergo through complex logic and mathematical calculations:
9 n n

flx) = E P> ( Wi + Vi }alm( ,::).x',-‘p.x'_jr.:. — max.

—_—

p=1i=1 _,i:'.
This is supposed that each class contains at least one spam message and does not
contain all spam messages than we are not considering.
|. < E’lr; < M, p = |~1 waa sql
i=1
Where Xip

_.'4.’,!-;

M

(0,1} forany i, p.

As we described in the above conditions spam messages are represented like the
Boolean values that return either True or False [8]. These problems are called NP-
problems, which require much time to process the problem and compute the result. In
the next section, we will consider the algorithms to solve clustering problems. However,
some algorithms solve huge computing expenses, the genetic algorithm is outstanding in
this case of a problem that will be more confident to compute the number of spam
messages.

Algorithm for Solving the Clustering Problem

Considering algorithms that solve large problems that take big time and a lot of
resources, it should be taken a genetic algorithm that is most suitable to our case and
easy to apply. However, they are not sure to find optimal solutions for the problem. The
starting point in this algorithm is the coding of solutions to make it suitable in the
formation of chromosomes that depend on the nature of a solved problem.

xip € 10,1} forany i, p.

Where we consider values 0 or 1. For that coding, the number of chromosome
equal to n*q, where the first q position corresponds to the first spam message, following g
position to the second spam message.

Indeed, the genetic algorithms are most suitable for our problems, but when
solving constrained problems genetic algorithms are faced by a problem of occurrence of
Hedin solutions.

By applying the penalty function, we can remove unrelated results produced by
operators of genetic algorithm and that will give more chances of save clear decision, this
functions method allows to speed up process of convergence of algorithm. This is
because the functions method at getting of not acceptable chromosomes does not
demand performance of additional operations.
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1 [
0pj = TEW,{,, p=L...,qs j=1,....,m,

Fd=1
where np is a number of points in class and compactness of cluster Cp is calculated
by the following formula:

l Y‘Si]-n l: S.;J ‘_._)r. V] .-\'._]!'1.

I .
”r"'l:'.

The likeness of cluster that we consider here, we define it below as follows:

q
R, = ;Ysim{'f:)’.,,oz ), p=1L.... q,
i ‘.I 1] : 3 J

Where Op and Oz are resemblance between the centers of the clusters C [9].

CONCLUSION AND FUTURE WORK

In this report, we outline side effects of email spam can cause and also show some
algorithms and their usage. As we said previously, all algorithms can be efficient and
accurate in its way. For example, some algorithms are good for small amounts of data,
whereas others get crashed when it comes to large amounts of data. Last, but not least, it
has been a very controversial topic that encouraged data scientists and software
engineers to do some experiments on this topic and create an alternative method that can
be suitable for small and large amounts of data while producing high accuracy.

In future works, as we said as our own new suggestion combining the classifying
method along with finding the nearest possible neighbor algorithm can be very efficient
since it will be suitable for any sized data and filtrations will not be based on an exact
matching system.

REFERENCES:

1. A group of scientists from MIT (Massachusetts Institute of Technology)
University in their report The Community Behavior of Scammers”.

2. Spectral clustering by Honey Pot security tool. I[EEE International Conference on
Communications.

3. Salton - Vector model. “Information Processing and Management” book, [513-
523]

4. International journal regarding IT advances and technologies called “Journal of
Automation and Information Sciences” journal [52-58]. ISSN: 10642315

5. “On clustering validation techniques” Journal of Intelligent Information Systems
[107-145]

6. “A review: accuracy optimization in clustering ensembles using genetic
algorithms” by Ghaemi [287-300]

7. Methods in Hard and Fuzzy Clustering “Soft Computing and Human-centered
Machines”

8. Clustering or Classifying method usage: “Soft and Hard clustering in
International Journal of Computer Trends and Technology” [108-113] ISSN:22312803.

9. Applying effective algorithms “Automatic Hard Clustering Using Improved
Differential Evolution Algorithm” [137-174]

175



