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 This article examines the scientific and theoretical 
foundations of the concept of digital traces. Particular attention 
is given to a critical analysis of various definitions and 
classifications proposed by scholars in the United States, Russia, 
Europe, and the CIS countries. The study argues that the 
concept of a digital trace should primarily be defined according 
to its technical characteristics. In this context, the paper 
compares and evaluates such notions as electronic traces, 
information traces, binary traces, virtual traces, and digital 
traces. 

The author emphasizes that with the rapid development of 
digital technologies, traces may arise not only as a result of 
human activity but also as a consequence of technical or cyber 
processes. Special attention is devoted to the distinction 
between active and passive types of digital traces, as well as to 
their content, form, and technical properties. 

The article is based on a combination of theoretical and 
practical research, drawing upon both scholarly discussions and 
empirical findings. The conclusions are intended to contribute 
to the advancement of forensic science by clarifying the essence 
of digital traces and their role in the administration of justice. 
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axborot izlari,  
ikkilik izlar,  
virtual izlar,  
sud ekspertizasi, 
kiberjinoyat. 

mamlakatlari olimlari tomonidan taklif etilgan turli ta’riflar va 
tasniflarni tanqidiy tahlil qilishga alohida e’tibor beriladi. 
Tadqiqot shuni ko'rsatadiki, raqamli iz tushunchasi birinchi 
navbatda uning texnik xususiyatlariga ko'ra belgilanishi kerak. 
Shu nuqtai nazardan, maqola elektron izlar, axborot izlari, 
ikkilik izlar, virtual izlar va raqamli izlar kabi tushunchalarni 
taqqoslaydi va baholaydi. 

Muallifning ta'kidlashicha, raqamli texnologiyalarning jadal 
rivojlanishi bilan izlar nafaqat inson faoliyati, balki texnik yoki 
kiber jarayonlar natijasida ham paydo bo'lishi mumkin. Raqamli 
izlarning faol va passiv turlarini farqlashga, shuningdek, 
ularning mazmuni, shakli va texnik xususiyatlariga alohida 
e'tibor beriladi. 

Maqola ilmiy munozaralar va empirik xulosalarga 
asoslangan nazariy va amaliy tadqiqotlar kombinatsiyasiga 
asoslangan. Xulosalar raqamli izlarning mohiyatini va ularning 
odil sudlovni amalga oshirishdagi rolini oydinlashtirish orqali 
sud-tibbiyot fanining rivojlanishiga hissa qo'shishga qaratilgan. 

 

Цифровые следы в криминалистике: концепции, 
классификации и проблемы 
 

  АННОТАЦИЯ  

Ключевые слова: 
цифровые следы, 
электронные следы, 
информационные следы, 
бинарные следы, 
виртуальные следы, 
криминалистика, 
киберпреступность. 

 В данной статье рассматриваются научно-
теоретические основы понятия «цифровой след». Особое 
внимание уделяется критическому анализу различных 
определений и классификаций, предложенных учёными 
США, России, Европы и стран СНГ. В статье утверждается, 
что понятие «цифровой след» следует определять, прежде 
всего, с учётом его технических характеристик. В этом 
контексте сравниваются и анализируются такие понятия, 
как «электронный след», «информационный след», 
«бинарный след», «виртуальный след» и «цифровой след». 

Автор подчёркивает, что в условиях стремительного 
развития цифровых технологий следы могут возникать не 
только в результате человеческой деятельности, но и в 
результате технических или киберпроцессов. Особое 
внимание уделяется различию активных и пассивных 
типов цифровых следов, а также их содержанию, форме и 
техническим свойствам. 

Статья основана на сочетании теоретических и 
практических исследований, опираясь как на научные 
дискуссии, так и на эмпирические данные. Выводы статьи 
призваны способствовать развитию криминалистической 
науки, проясняя сущность цифровых следов и их роль в 
отправлении правосудия. 
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INTRODUCTION 
In traditional forensic science, research has largely focused on two main categories 

of traces: material and ideal [1, p. 66]. However, the conceptual foundations of digital 
traces remain insufficiently explored in the scientific literature of Uzbekistan. This lack of 
theoretical development creates practical challenges for law enforcement agencies when 
identifying sources of digital evidence and complicates the process of building a 
comprehensive forensic methodology in this field. Consequently, there is a pressing need 
for forensic research that addresses the specific characteristics of digital traces and 
establishes evidence-based approaches for their use in criminal investigations. 

With the rapid growth of digital technologies, digital traces have significantly 
increased in volume compared to physical traces. In modern society, digital technologies 
permeate nearly all spheres of life and have become essential for performing daily tasks, 
shaping individual lifestyles, and influencing social interactions. Human activity now 
occurs simultaneously in both the material world and the digital environment. Naturally, 
this dual activity leaves behind digital footprints that can later serve as sources of 
evidence in criminal proceedings [2, p. 263]. Thus, investigators must possess a clear 
understanding of the concept, content, forms, and specific features of digital traces in 
order to effectively investigate cybercrime. 

Forensic examination of crime traces has always possessed unique features. Unlike 
conventional crimes, cybercrimes are often committed remotely. Offenders use digital 
means to exert influence on the target of their crime while simultaneously concealing the 
traces of their actions. This creates specific challenges for law enforcement, as digital 
traces are not only highly dynamic but may also be deliberately altered or erased in order 
to resist investigation. Therefore, understanding the nature and technical properties of 
digital traces is essential for ensuring the accuracy and admissibility of digital evidence in 
criminal justice. 

MATERIALS AND METHODS 
This study analyzes the theoretical approaches to the concept of digital traces 

developed by criminologists and forensic scientists in the United States, Russia, Europe, 
and the CIS countries. The aim is to evaluate the applicability of these concepts in the 
context of Uzbekistan and to identify the most consistent and technically accurate 
definition of a digital trace. 

The research relies on a critical review of the literature, with special attention to 
debates surrounding the use of terms such as electronic traces, information traces, binary 
traces, virtual traces, and digital traces. Through this analysis, the author seeks to 
determine which concept most accurately reflects the technical and forensic essence of 
digital evidence. 

Methodologically, the study employs both general and specific scientific 
approaches. General methods include analysis, synthesis, induction, and deduction, 
which are used to examine and systematize theoretical views. In addition, a comparative 
legal method is applied to evaluate foreign forensic concepts and their relevance to 
Uzbekistan. Finally, elements of technical-legal analysis are employed to explore the 
technological characteristics of digital traces and their implications for forensic practice. 

RESEARCH RESULTS 
General Theoretical Perspectives on Digital Traces 
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In the forensic literature, scholars have proposed various terms to describe traces 
left in digital environments. These include electronic traces [3, p. 77], information traces 
[4, p. 55], binary traces [5, p. 163], virtual traces [6, p. 15; 7, p. 152; 8, p. 45; 9, p. 125; 10, 
p. 87; 11, p. 30; 12, p. 129], and digital traces [13, p. 117; 14, p. 23; 15, p. 61]. To 
determine which of these definitions most accurately reflects the nature of forensic 
evidence, it is necessary to examine their essence and technical characteristics in detail. 

Electronic traces 
In V. Vekhov's studies, the concept of an electronic trace is put forward. The 

scientist considers electronic traces as electronic information carriers and information of 
forensic significance stored in their memory. According to him, electronic traces are also 
stored in objects that receive and reflect the trace. An object that receives a trace not only 
reflects the trace, but is also its carrier. In this case, information passes from one system 
to another in the form of a signal on certain material carriers. 

A signal is the most physical medium, especially electromagnetic signals. It 
includes information content and form. A specific property of an object or reflection of an 
event constitutes the content of the signal. Reflecting, storing or transmitting means that 
make up its material basis are signal forms [16, 78 p.]. 

In fact, all kinds of digital devices now run on electricity. It is the ordered 
movement of charged particles that serves as the main resource - a tool in the creation, 
processing, storage, transmission or performance of some other functions of digital 
information. However, the processor "remembers" the numbers, not the signal, that is, it 
encodes it. 

At the same time, a specific form of electric current (signal, electromagnetic signal, 
magnetic field) does not exist in nature. V. B. Vekhov did not show the technical aspects 
of this in his study. Therefore, we can assume that the concept of an electron does not 
have sufficient scientific justification. 

Logically, how can you see, read or remove traces from an object that has no 
form?! 

Solving these issues is fundamentally important when investigating cybercrime! 
The reason is that the inquirer, investigator, prosecutor, judge, lawyer assess the 
circumstances that are important for the case from a legal point of view, and administer 
justice. Lack of understanding of the nature of digital evidence and its specific 
characteristics makes it difficult to verify and assess the true state of affairs. 

In the course of scientific and technical research, it was found that the concept of 
"electronic" is a logically incorrect concept. At the same time, it was concluded that the 
electric current is involved only as a tool in the processes associated with the creation, 
processing, storage, transmission and transportation of digital information [17, 265 p.]. 
Accordingly, the author puts forward the idea that any information on a digital device is 
only in a single form, that is, in digital form. 

Information traces 
The concept of "information traces" is also not accepted by most legal scholars. 

This is because the concept does not really capture the technical nature of digital 
footprints, but is simply used as a metaphor in theory. Accordingly, it can be considered 
that this concept is also used inappropriately. 

Binary traces 
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The concept of "binary traces" is not erroneous, but technically in modern digital 
devices the processor works with combinations of "0" and "1" binary or "0", "1", "2" 
ternary codes. From a practical point of view, the concept of "binary traces" is typical for 
most digital devices, but this category is not the only one in theory. 

Virtual traces 
An analysis of scientific research shows that the concept of "virtual traces" is the 

subject of heated discussions in theory. Before proceeding to the discussion, let us briefly 
dwell on the meaning of the term “virtual”. 

Sources indicate that the origin of the term "virtual" dates back to the 15th 
century. In English literature, the term "virtual" comes from the Latin words "virtus", 
"virtualis", which means "having an effect, not having any form or appearance" [18]. 
However, since 1959, this term has been used in the field of digital technologies in the 
sense of “something that does not exist materially, but created with the help of a 
program” [19]. 

According to Vekhov V.V., the concept of “virtual” comes from the Latin word 
“virtualis”, which means something that has no material scope or is perceived differently 
than it is actually realized [20, 84 c]. 

A.B. Smushkin believes that virtual traces are traces left by any movement made in 
the information environment of computers and other digital devices, their systems and 
networks [21, 44 c]. 

According to V.A. Meshcheryakov, the concept of "virtual traces" as any change in 
an automated information system associated with a crime event, recorded in the form of 
computer information [22, 101 p.]. Each of the above definitions is related to digital 
resources. 

In the Russian-Uzbek explanatory dictionary of terms related to operating systems 
and computer networks, the word "virtual" is defined as "an object or state that does not 
really exist, but may appear under certain conditions" [23, 98 p.]. It is noteworthy that in 
all three cases, such aspects of the concept as “having no material appearance” or “non-
existent in practice” form a commonality. Therefore, the word virtual can be understood 
as a reality or a property that does not have materiality, but really exists. 

Currently, this concept is used in the field of information technology as a place - an 
environment where digital information is created, stored, processed or other actions 
related to it are performed. Therefore, the concept of virtual footprints does not 
essentially reflect the shape and characteristics of digital footprints. In our opinion, this 
concept is inappropriate in relation to this situation, since the theoretical basis is not 
sufficiently substantiated. 

Digital traces 
There are different opinions in the scientific community about digital footprints. 

For example, S.A. Zaitsev and V.A. Smirnov define digital traces as a set of certain actions 
performed by a user in the global network or associated with other digital media [24, 81 
p.]. This definition does not cover traces left on a digital device or as a result of a cyber 
process. Therefore, it can be considered that there are certain shortcomings in the 
definition. 

N.I. Malykhina described these traces as changes in the memory of 
telecommunication systems as a result of a crime [25, 205 s]. Although the definition is 
relatively correct, the author has defined its limits in a narrow circle. The reason is that 
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the concept of digital footprints extends not only to criminal proceedings, but also to 
other branches of law. 

J. Moteshko and M. Moteshkova prefer the following definition: a digital footprint 
can be defined as any information that is stored or transmitted in digital form and that is 
associated with the event under investigation, with which it can be found, early and 
detailed investigation and decoding using modern forensic or forensic methods and 
means [26, 218 p.]. This description can be considered relatively complete. However, this 
definition also has the following disadvantages: 

First, the transfer of digital footprints is a relatively contentious issue. Therefore, 
in the processes of investigation and examination, in the prescribed manner, it is not the 
transferred traces that are studied and evaluated, but the preserved traces. If the cyber 
process (criminal activity) relevant to the case is at the stage of preliminary investigation 
or trial, such a situation is subject to investigation in accordance with the established 
procedure. Otherwise, it is impossible to ensure the admissibility of evidence; 

secondly, the concepts of "digital footprint" and "digital evidence" differ from each 
other in theory and in practice. For example, the concept of "digital footprint" is a 
forensic concept, as the authors point out, and "digital evidence" is a category within the 
criminal procedure law. In other words, the category of digital evidence is determined in 
different jurisdictions within a certain procedural order. Therefore, it is appropriate to 
clarify this in the definition. 

ANALYSIS OF THE RESEARCH RESULTS 
In our opinion, digital footprints should be understood as the result of any activity 

that occurs in the digital environment. Because digital traces are created not only by the 
user, but also as a result of certain technical or cyber processes. 

It should be noted that digital footprints are caused not only by the human factor, 
but can also occur as a result of a certain cyber process. The reason is that now malware 
has the ability to change its code and leave various traces. 

When establishing the truth in a case, it is necessary to collect, verify and evaluate 
the traces left in digital sources. These digital resources include: 

information processing systems or individual functional units of such systems; 
personal computers, laptops, netbooks, system blocks and networks; 
digital media (hard and soft magnetic disks, flash drives, memory cards, optical 

disks, etc.); 
navigators, trackers; 
may include mobile communication devices and SIM cards, digital radios, plastic 

payment cards and skimmers, slot machine cards, VCRs and other similar sources. 
Digital information is the basis of digital footprints. Digital information functions 

with the help of certain programs. Therefore, its functionality is built on the basis of the 
software architecture. 

Engineers have divided the system into "Frontend" and "Backend" parts so that the 
software works correctly. The "Frontend" part is the presentation part of the software 
and is the user interface. Typically, this section covers the components that are visible to 
the user when the digital device is turned on. 

The "Backend" part is the backbone of the software system. At the same time, the 
codes are written in such a way that the functions in the presentation part of the software 
work correctly. Typically, these codes consist of a specific letter, number, and symbol. 
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These codes are converted into combinations of "0" and "1" by the assembler or compiler 
for reading by the processor. 

Both parts store the history of user actions. However, it is not always possible to 
obtain data from Frontend in forensic investigations. Therefore, experts use special 
programs to study traces in the Backend. 

Types of digital footprints 
In foreign sources, active and passive types of digital traces are distinguished [27, 

39 p.]. 
Active footprints are footprints voluntarily left on a system or network of digital 

devices. For example, a user leaves comments on social networks or websites, publishes 
articles or data left in a keylogger. The keylogger records any changes made by the user 
to the clipboard. For example, a keylogger stores information that a user copies 
passwords or takes screenshots of confidential information. 

The process of collecting and checking active traces has a relatively simpler 
appearance than passive traces. These can be social media profiles, emails and messages, 
blog posts and comments, file downloads, purchases, photos and videos, web searches, 
etc. 

Social media 
Social networks are the main source of active digital footprints. These networks 

include certain files (text, photo, audio, video, multimedia, etc.). Activities such as 
uploading or downloading, leaving a message, visiting other websites using a person's 
financial information, connecting with friends and contacts, joining dating sites or their 
applications generate certain digital footprints from themselves. 

Email 
When corresponding by e-mail, information about the person, contacts and sent or 

received letters is analyzed. When e-mail messages are transmitted or saved, certain log 
files remember and record the commands given by the user. Subsequently, digital 
footprints and evidence relevant to the case are extracted from these logs. 

Block posts and comments 
Blogs, forums, and other online communities can also be the source of such 

footprints. Usually such traces are left when a user posts a blog entry on certain sites or 
comments on them. 

Downloads 
In the process of downloading digital information, information about digital 

materials is generated. During the download process, the cache creates information 
confirming that the file has been downloaded. So, depending on this information, you can 
determine from which source the downloaded file was (text, photo, audio, video, etc.). 
This also applies to copyrighted material. 

Photo and video 
Photos and videos that are posted on the Internet also leave certain traces. In this 

case, information about who uploaded the photo or video, when it was uploaded, and 
where it was taken is stored in the file's metadata [30, 19; 31, 190 pp.]. 

It should be noted that information uploaded on social networks or websites such 
as YouTube is constantly monitored and stored. This information can provide basic 
information about a person's online activities, interests, or values. 

Web search engines 
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What the user searches on the Internet, search terms are recorded and tracked by 
search engines. For example, the Google search engine analyzes information about the 
user and provides information about their interests or queries. Therefore, it would be 
useful for law enforcement agencies to analyze the Internet traffic of a suspect, accused, 
defendant or victim in order to establish the truth. This method is one of the most 
effective tools for studying the personality of a criminal. 

Online shopping 
Online stores are another source of active digital footprints. These may include: 
making payments through commercial websites; 
creating a subscription or accounts for coupons (discounts); 
downloading and using the application for purchase; 
subscription to brand newsletters, etc. 
When shopping online, it tracks where, when and for what amount the product 

was purchased, as well as credit / debit card information. 
Online banking 
A set of services that allows you to perform various banking operations remotely 

via the Internet. The analysis shows that this type of online service is growing rapidly in 
the country. Typically, users download the application of a particular payment institution 
on their computer or mobile phone. Through the online banking service, the user can 
make payments, control transaction processes or receive reports at any time at his 
workplace or in other convenient conditions. These traces are left when you use the 
applications of various payment institutions, buy or sell stocks, subscribe to financial 
publications and blogs, open a credit card account or transfer funds to accounts. 

Passive traces are traces that are automatically left on web resources when a user 
accesses the network. For example, cookies, user IP address, search history, etc. 

Cookies 
The piece of data that remains when you connect to a web server. This information 

determines: 
the time of visiting the web page and the type of digital device; 
the perpetrator's interests (such as language, currency, or hobbies); 
perpetrator's requests; 
IP address and location information; 
operating system and browser version; 
clicks and transitions. 
IP address 
A unique digital identifier that allows a digital device to connect to the Internet. 

The IP address determines the area where the offender is connected to the network. 
Theoretically, there are several types of IP addresses. However, identifying static or 
dynamic IP addresses is important in criminal investigations. Because, the offender's 
MAC address is determined by the IP address. 

Location Information 
This information is important in determining the whereabouts of the perpetrator. 

In most cases, digital devices that support GPS (smartphone, tablet) collect location data 
when connected to the Internet. Location data can be tracked even when the digital 
device is inactive. 

Stalking traces  
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Surveillance cameras, facial recognition software, and other technologies also 
allow unauthorized surveillance, collection, distribution, stalking, and other malicious 
use of personal information. 

For example, in mid-June 2021, it became known that South Korea's advanced 
technology had caused a whole wave of digital crimes in the field of sexual blackmail. 
About 14% of women living in Seoul suffered from digital sexual violence, including spy 
cam footage, unwanted intimate pictures, and distribution of videos of sexual acts, 
according to a survey from the EHV [29]. 

Other traces 
Telecommunication service providers also store information about the activities of 

customers on the Internet. With these traces, visits, calls, messages, location data, IP 
addresses, and all activities related to online activities can be collected, monitored and 
evaluated. 

Technical features of digital traces 
Digital traces, like other traces in forensic science, have common and individual 

specifics. Digital footprints are left as a result of the action of a person - a user, a criminal, 
application or system software, the functionality of a digital device, or the automatic 
interaction of one device with another, a cyber process. Digital footprints have the 
following features: 

digital footprints only occur in a digital environment; 
have the ability to change 
occur at the right time; 
have a large volume; 
have a variety of formats; 
have the ability to detect and recover. 
CONCLUSIONS 
An analysis of the studies allows us to conclude that the concept of a digital 

footprint should be defined on the basis of specifics. The concept is based on the technical 
features of digital footprints. These traces originate in the digital environment and are 
considered the main means of establishing the truth in the administration of justice. 

For the collection, storage, transportation and study of digital traces in the course 
of the investigation [32, 294; 33, 242; 34, 73, 35, 27 pp.] require special tools for digital 
forensics. At the same time, it is advisable that the law enforcement officer (investigator, 
investigator, prosecutor and court) have special training in working with digital traces 
and their evaluation. 
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